DATA LABEL: OFFICIAL – SENSITIVE

OPEN SOURCE RESEARCH LOG
	Individual Searched  
	
	Search Conducted By
	

	Occupation


	
	Social Media Source
	

	Date Log  Completed
	
	Investigation Reference
	

	Date
Time Search Began  Time Search Ended 
	· Date
· Time

· Time
	Device and Location of Search
	


	Procedure Notes (last reviewed and updated 10 April 2025)
The [                ] will have need to access online information sources (e.g. social media sites) while carrying out simple reconnaissance and undertaking intelligence gathering enquiries in respect of [            ] investigations.

[                  ] staff must fully complete an ‘Open Source Research Log’ form on all occasions (no exceptions) and follow the following protocols:
· Consult with the Head of Service to ensure that an existing case does not already exist for the same individual or to assess the risk of overlapping with an existing case.

· Note your rationale (emphasising why relevant, proportionate and necessary) to conduct the open source research. 
· Note that you have reviewed the RIPSA decision-making chart in Part D of the RIPSA Policy and Procedure 2023 [                      ] and your rationale for not requesting RIPSA directed surveillance.

· e.g. I am undertaking intelligence gathering enquiries in respect of fraud investigation FRXXXX. I am fully aware of the RIPSA decision-making chart in Part D of the RIPSA Policy and Procedure 2023 and do not need to request RIPSA directed surveillance. I considered the possibility that private information may be obtained however at this stage in the investigation this activity is simple reconnaissance and is not surveillance.
· If conducting open source research on the same individual on more than one occasion then, as above, note your rationale. 
· Ongoing monitoring of a social media account must not be undertaken.
· If you believe ongoing monitoring is required then discuss with the Head of Service who will consider if a written application must be made to an Authorising Officer seeking authorisation under RIPSA (in line with the council policy and procedure).

· Record full details of the open source research carried out and include links to screenshots that have been taken and saved in the relevant investigation folder in Objective.
· If nil return – a form must still be completed.

· If multiple searches are required then a separate form must be completed every time - no exceptions.
· Clearly note the last activity carried out.

· Ensure that all sections in the header are fully completed and enter your name, title and date at the bottom of the form.
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